PSQL 8.5 Security Release and Elliott NTFS Setting

PSQL 8.5 Security Release

PSQL 8.5 introduces the ability for users to use the Btrieve database without the need for
granting OS level file access rights.

In the past, in order for users to use the Elliott database, you had to assign O/S level file
access rights for Elliott and its subdirectories. This is a potential problem since users,
intentionally or unintentionally, may use Windows Explorer and damage the Elliott
directory and data files.

PSQL 8.5 resolves this problem for Elliott users. However, there are certain O/S level
settings that need to be performed to make this functional. This document only applies to
Microsoft Windows NT, 2000 or 2003 Servers only. For other O/S environments like
Netware, users should be able to find a corresponding solution by reading this document.
For users who purchased PSQL 8.x from Netcellent, PSQL 8.5 is a free upgrade by
simply making a request to Netcellent.

Enabling PSQL 8.5 Security Feature

To enable the PSQL 8.5 Security Feature, bring up the Pervasive Control Center. Expand
the Pervasive.SQL Engines node and the server node and right click on the
“Configuration” node. Click on “Maintain Named Database.”
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In the Maintain Named Database window, highlight the DEFAULTDB database name.
Enter the directory where Elliott DDF files reside in the “Dictionary Location” field.

Enter all drive letters that may contain Btrieve or PSQL data in “Data File Location.” It
is very important that you use the lowest common denominator for Data File Location.
This will insure that all applications that use Btrieve data will have access to their
database if you intend to turn on the PSQL 8.5 security feature. Otherwise, the
application that uses Btrieve data that is not covered by the “Data File Locations” will
receive a Btrieve error 94.
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In the Btrieve security policy box, choose “Mixed” to turn on the PSQL 8.5 security
feature. “Classic” means the traditional OS file level security. This disables the PSQL
8.5 security feature and returns PSQL back to PSQL 2000 security mode. “Database”
security does not apply to Elliott Business Software at this time so, do not select it.
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Click OK to save the setting. The security feature will not take effect until you stop and
start the services of both PSQL 8.5 relational and transactional engine. Alternatively, you
can reboot the server.

After this change, your Elliott system should continue to function. If you receive an error
94, then check the drive letter you entered in the “Data File Location” box of the
“Maintain named database” window through the PCC configuration. Make sure the drive
letter and path you entered cover the Elliott application’s data.
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Assigning Rights to the Elliott & Sub Directory

In order for users to run the Elliott application, the user must be able to read Elliott data
in both the Elliott root and Programs subdirectory. The read permission for all other
subdirectories is also necessary, except in DATA and other corresponding DATA
subdirectories. IMAGES, FIMAGES, SPEC, CONTRACT and SOUND are related to
the Elliott link function and the system administrator needs to decide whether to let users
update these directories or not. The LOG directory is related to logging API and File I-O
functions. The MACRO directory is related to the Elliott MACRO function. System

Administrators may use their own discretion to decide whether to grant update privileges
to these directories or not.

System Administrators must assign the following NTFS rights to Elliott and Elliott
subdirectories in order for Elliott to function:

¢ Read & Execute
¢ List Folder Contents

* Read
ElliottT Properties |

Generall Sharing  Security | Eustu:umizel

Group or user names:

ﬁ Administrators [DEMOZ2003Administrators]
€7 CREATOR OWNER

€7 SvSTEM
ﬁ Uzers [DEMO20034  zerz]
Add... | Bemove |
Pemizzions for zers Ll Deny

Full Cantral O O =
b odify O O

Fiead & Execute O

Lizt Folder Contents O

Read O

WTite O O ;I

For special permizzions or for advanced settings, Advanced |
click Advanced. =
k. I Cancel | Apply |

This is typically done through assigning rights to the “Users”, “Domain Users” or
“Everyone” group. Since these rights are most likely assigned by the O/S by default
already, you probably won’t need to do anything. To verify if these securities had been
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assigned, bring up Windows explorer and right click on ELLIOTT7 folder and choose
“Properties”. Then choose the “Security” tab. If the right is granted for all users, then
nothing needs to be done. If not, please add the group and security that will cover all
users that use the Elliott application. By default, the rights you assigned at ELLIOTT7
directory level will be inherited by the subdirectories and files.

In addition to “Users”, you need to make sure the following three security groups are
added for ELLIOTT7 directory. Depending on your operation system, these three
security groups may be added already:
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SYSTEM: PSQL 8.5 engine on the server by default is running under system
account. It is necessary that PSQL 8.5 engine has sufficient right to access the
files in ELLIOTT7 directory. If you do not see SYSTEM, then add it and give
full control to SYSTEM.

Administrators (Local Security Group): It is also possible PSQL 8.5 engine on
the server is running as the local Administrators. If you do not see Local
Administrators, then add it and give full control to Local Administrators.
CREATOR OWNER: If you do not ssee CREATOR OWNER, then add it and
give full control to CREATOR OWNER. With CREATOR OWNER added, then
when a file is created, the owner shall have the full access right to that file. This is
necessary to support Elliott Spooled Reports where the user who creates the
spooled reports should be able to view/print the reports, as well as delete the
spooled reports.



Assigning Special Rights to the Elliott Root Directory

In addition to “Read & Execute”, “List Folder Contents” and “Read” privilege, you need

assign additional rights to the Elliott root directory, but not inherited by the
subdirectories. This includes:
e Create File and Write Data

This is necessary for Elliott to create the USER#999.DAT file as a user count control
mechanism. Failure to create the USER#999.DAT file will result in Elliott giving the
error message indicating it has run out of user licenses. Click the “Advanced” button in

the Security tab to bring up the “Advanced Security Settings” dialog box.

Advanced Security Settings for Elliott7 E |

Permizzions |.-’-'-.uditing| Elwnerl Effective F'ermissin:nnsl

To view mare information abouk special permizsiong, select a permizsion entry, and then click Edit.

Permizzion entries:

Permizzion |nherited From

B0 =iracors (L) 5 [ro <ok =1 [ |:|||:|_.
Allaw CREATOR O'wWHER Full Cantral <ot inherited:

Subloiders and filss anly
Al SYSTEM Full Cantral <niot inherited: Thiz folder, zubfalders. ..
Al zers [DEMOZO003N]...  Read & Execute <not inhernited: Thiz folder, subfalders. ..

Add... Edit... Bemove

Allow inheritable permiszions from the parent to propagate to thiz object and all child objects. Include
theze with entries explicitly defined here.

[ Replace permizzion entries on all child objects with entries shown here that apply to child objects

Learn mare about access contral.

k. I Cancel Lpply

Click “Add” for additional rights for the “Users” group. Notice we do not use “Edit” for

the existing “Users” entry because we do not wish the rights we added here to be
inherited by the subdirectories. Add the “Users” group then click “OK”.
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select User or Group

Select thiz object type:

ILlser, Group, or Built-in zecurity principal Object Types...

From thiz location:
IDEMDEDDB Locations...

Enter the object name to zelect [examples]:

DEMO20034 ) sers| Check Mames

G

Advanced. . | 0k | Cancel |

4

In the Permission Entry dialog, check the “Create Files/Write Data” privilege. Make sure
the “Apply onto” box uses “This folder and files” and check “Apply these permissions
to objects and/or containers within this container only” because we do not want to
apply this privilege to the subdirectories. Click OK to save.

Permission Entry For Elliott7 |

Object |

Hame:

Apply onto: IThis folder and files j

Pemizzions: Ao Deny

Full Control

Traverze Folder / Execute File
Lizt Folder / Read Data

Read Attributes

Read Extended Attibutes
Create Files / Write D ata
Create Folders / Append Data
WiTite: Attributes

Wiite Extended Attibutes
Delete Subfolders and Files
Delete

FRead Permizsions

[l [P [P P ;I
v Apply theze permizsions to objects and.ar Clear &l |

cohtainers within thiz container only

] I Cancel |

1000000800000
1000000000000

Your Advanced Security Settings dialog should now look like the following:
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Advanced Security Settings for Elliott7 K E3
Permissions |Auditing| Dwnerl Effective Permissionsl

To view more information about special permizsions. select a permission entry, and then click Edit.

Permizzion entries:

Type | Mame | Permizzian | Inherited From | Apply To

Allaw Administrators [DEMO200...  Full Cantral <notinherited>  This folder, subfolders...
Allow CREATOR OwMER Full Contral <not inherted>  Subfolders and filex only
Allow SYSTEM Full Contral <not inherited>  This folder, subfolders...

Allow Uszers [DEMO20034 zers) Read & Evecute <hotinherited>  This falder, subfalders
o Uszers [DEMOZO03 zars] Create Files /W, <not nhented:

«| | 2

Add... Edit... FEemoyve

Allow inhenitable permissions from the parent to propagate to this object and all child objects. Include
theze with entriez explicitly defined here.

[ Feplace pemmission entries on all child obiscts with entries shawn here that apply to child objects

Learn more about access control.

QK I Cancel Apply
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Assigning Rights to the Elliott Data Directory

Elliott data directories require special configuration. On one hand, we should not allow
the “Read” privilege in the parent directory to propagate to this directory for security
reasons. On the other hand, we need to allow users to create spooled reports in this
directory. On top of these issues, there are certain DAT files that are not controlled by
the Pervasive PSQL 8.5 engine that we need to allow users to access. The requirements
outlined here apply to all DATA directories including TUTORIAL. The TUTORIAL
directory is a good testing environment to ensure your security settings are defined
correctly.

Remove Read Inheritance And Allow Spooling Reports to Data Dir.

Use Windows Explorer to right click the DATA directory under the ELLIOTT7 directory
and choose “Properties.” Choose the “Security” tab and click the “Advanced” button.

Advanced Security Settings for DATA E |

Permissions | Auditing I I:Iwnerl Effective F'ermissiu:unsl

To view mare information about special permizsiong, zelect a permizzion entry, and then click Edit,

Permizsion entries:

Type | M arme | Permizzian | |nherited From | Apply To |

Al Administrators [DEMO...  Full Cantral CAACCTAENiottys  This folder, subfolders. .

Allons Adririgtrator [DEMO...  Full Control CAACCTAElott?  This folder anly

Allaw CREATOR O'wWHER Full Cantral CAACCTAE oty Subfalders and files anly

Allons SYSTEM Full Control CAACCTAENiott  This folder, subfolders. .

: zers [DEMO20034]...  Fead & Execute CAACCTAEliott  This folder, subfolders. .
Add... Edit... Bemove

= Allow inhernitable permizzions from the parent to propagate to thiz object and all child objects. Include
theze with entriez explicitly defined here.

™ Feplace permizzion entries on all child objects with entries shown here that apply to child objects

Learn mare about access contral.

k. I Cancel Apply

Uncheck the box labeled “Allow inheritable permissions from the parent to propagate to

this object and all child objects. Include these with entries explicitly defined here.” This
is necessary in order to remove the users’ inheritable rights from the parent directory for

“Read” privileges.

On the following message box, if you choose “Remove”, then it will remove certain
system and administrator level rights that we wish to preserve along with the Users group
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rights we wish to get rid off. If you do so, then you’ll need to manually add the System
and Administrator rights back. It is suggested you choose “Copy” to preserve the rights.

Security |

Selecting thiz option means that the parent permizzion entries that apply to
:}/ child objectz will na longer be applied to thiz object.
-

-To copy the permizzion entries that were previouzly applied from the
parent to thiz object, click Copy.

-To remove the permizsion entries that were previouzly applied from the
parent and keep only thoze permizzions explicitly defined here, click
Remove.

-To zancel thiz action, click Cancel.

Bemove Cancel

After you uncheck the rights for inheritance from the parent, now you can modify the
users’ rights to the DATA directory. Highlight the Users group and click “Edit” in the
“Advanced Security” Dialog box. The following dialog should appear:

Permission Entry for DATA |

wm|
I ame; IUsers [DEMOZ0034 zers] LChange... |
Fatal el [NaTy W E T iz folder and Files
Pemizzions: Ao Deny
Full Contral (=
Traverse Folder / Execute File
Lizt Falder / Read Data
FRead Attributes

Read Extended Attibutes
Create Files / Write D ata
Create Folders / Append Data
WiTite: Attributes

Wiite Extended Attibutes
Delete Subfolders and Files
Delete

FRead Permizsions

[ el PRSP, gy [PPSR S

10000008008 FO
1000000000000

hd
r Apply theze permizsions to objects and.ar Clear &l |

cohtainers within thiz container only

] I Cancel |

Make sure the Users group has the following rights:
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* Traverse Folder / Execute File

* List Folder / Read Data

* Create Files / Write Data
The “Create Files / Write Data” is necessary for users to create spooled reports. We do
not need to give “Read” privilege to spooled reports because by default, the users who
create the report is the owner and will have full access to that report. The “Traverse
Folder/Execute File” & “List Folder / Read Data” is necessary to make Spooled Report
Manager to display reports properly.

Give Rights to Read & Update DAT Files in Data Directories

There are certain files in the Elliott data directory that are not Btrieve format. These are
typically the setup control files for the module or company file. Unfortunately, you will
need to assign rights to these files in order for users to run Elliott correctly. We do not
want to assign rights at the directory level because that will give too many privileges to

the users. Therefore, we’ll assign rights at the file level.
@ C:\ACCT'Elliott 7\ DATA

File Edit WYew Favarites Tools Help | lﬂ'
(@Back ~ ) - T | 1 search | " Folders | [& @ X &) | [@-
Address |[) C:\ACCTIENOL7IDATA = B
Folders % | | Mame | size | Type = | Date Madified | attribures « |
) My Documents o |BzPrarLew BKE BTR File Bj28/2002 540 PN A
J My Computer . APCTLFIL.DAT 1 KE DAT File 1112/2002 11:43 FM o
4 3% Floppy (A1) DKE DAT File 12/18/2003 G04PM &
) % Local Disk (C2) 1KB DATFile 9/25/2001 413 AM A
= &y accT 1KE DAT File 9/23/2001 9:50 PM &
=I5 Elliatt? 1KE DAT File 311612004 &:50 AM o
) adobe OKE DAT File 12/18/2003 G04PM &
) CONTRACT 1KB DATFile 3/16/2004 BEIAM A
5 DATA 1KE DAT File 3/28/1993 11:41 AM &
&) DoF OKE DAT File 12/18/2003 B:04 PM A,
=) DoF40 DKE DAT File 12/18/2003 B:04 P A
) boc OKE DAT File 1211812003 5:04 PM &
&) ForMs - OKE DAT File 12/18/2003 B:04 PM A,
=) HELP OKE DATFie 12/18/2003 B04 PM A
) MAGES OKE DAT File 12/18/2003 G:04PM &
) LoG OKE DAT File 12/18/2003 5:04 PM &
) MACRO 1KE DAT File 101311999 2:51PM A
=) PROGRAMS OKE DAT File 12/18/2003 @04 PM &
=) SOUND OKE DAT File 12/18/2003 G:04PM &
) SPEC 1KE DAT File 9/21/2001 5:37 AM &
&) TUTORIAL OKE DAT File 12/18/2003 B:04 PM A,
£ WavE ZKEB DAT File 6/5/1999 §:27 aM &
= waE 1KB DATFile Sijz002200PM A J
&1 zipctfi.zip OKE DAT File 12/16/2003 G:04PM &
= I Documents and Settings [ rermBaL DAT LKE DAT File 11f2{2001 10:33 AW A
=1 7= Adrinisteator hd FIELD.DDF 2,409 KE DDF File 42002 5:22 PM & hd
K | Ll_l | | Ll_l
|26 objects selected |483 KB | J My Computer 4

Use Windows Explorer, highlight DATA directory on the right side pane. The left side
should display all files under DATA directory. Click on the “Type” column heading so
the files will be sorted by their extension. We need to highlight the following files:

* DAT files: These are the control and company setup files

* BMP files: These are the image files for Laser Form printing

* DDF files: These are the Pervasive Database definition files.
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For DAT Files, you need to grant the Users group all the rights except “Full Control” and
“Delete”. For BMP files, you need to grant “Read/Execute”, “List Folder Contents” &
“Read” privileges. For simplicity, you can grant BMP files the same access right as DAT
files.

For DDF files, it depends on whether you have the following scenarios:

* Use Starship

* Use Crystal Report to Access Elliott Data through Database File Method

* Use Other Tools to Access Elliott Data through Database File Method
If you only access Elliott data from third party tools through ODBC, then you do not
need to grant right to DDF files for users. If you do, you should grant the following
rights to users: “Read/Execute”, “List Folder Contents” & “Read” privileges. Please be
aware of third party tools may place certain dictionary files in the DATA directory where
user will need to have access to those files at the O/S level in order to function. If that is
the case, then assign users O/S right for those files as well. For example, with Crystal
Report, if you choose to create dictionary files (*.DC*) and save the dictionary files in
the DATA directory, then you will need to give users access to those files at O/S level if
users need to run Crystal Report base on those dictionary files.

Once you highlight all the necessary files in the DATA directory, right click and choose
“Properties”. Choose the Security tab. If you receive the following message, click “Yes”
to accept:

Security Ed

(] The permissions cannot be displaved because they are different between EXCLSPEC.DAT and Cplckfil.dat, .... Do
. vou wish to reset the permissions on all the selected items?

Click the “Advanced” button in the Dialog box and choose “Add” in the “Advanced
Security Settings” dialog box. (Note: It is not the Edit button. You can’t edit the
inheritance privilege for the Users group).

Select User or Group EHE

Select thiz object twpe;

ILlser, Group, or Built-in zecurnity principal Object Tepes...

Erom thiz location:
IDEMDEDDB Locations...

Enter the object name to zelect [examples]:
Ilzerg Check Mamesz

EG

Advanced... | ] 4 I Cancel

4
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Select “Users” group and click the “OK” button. The Permission Dialog Box should

Read Permizsions

Change Permizzions
Telie Maiinmealaia

show up:
Permission Entry for Cplckfil.dat, ... 2 | x| I
Object |
Mame: |U$ers [DEMO20034 ] serz] LChange. . |
Apply onta: IThis obiject anly j
Permizziong: Allaw Deny
Full Cantral O o =
Traverse Folder / Executs Fils O
List Folder / Read Data a
Fead Attributes a
Fiead Extended Attributes O
Create Filez M Wwiite Data a
Create Falders / Append Data a
‘wirite Attributes O
Wirite Extended Attributes a
Delete a
O
O
m

|

|
r Applthese permizsions b objects andior Clear all |

containers within thiz cantainen only

QK. I Cancel |

For DAT files, uncheck the “Full Control” and “Delete” permission boxes. Click OK to

save. For BMP and DDF and other files in the DATA directory, please read previous

explanations for setting up the security rights.
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Testing of your NTSF Setting

The Elliott application is complicated and you should test your NTFS security settings.
The following are some suggestions:

1. Tt is suggested you start to implement security settings from the TUTORIAL directory
and fully test it before you implement the DATA directory.

2. Make sure you always grant rights for Administrators with full access. When an
issue in Elliott comes up, test against the Administrator’s account to see if it works.
If it does, then most likely it is a security setting problem. By default, Administrator
should have full access to Elliott and subdirectories as long as you do not remove it.

3. Make sure you implement Security settings for a DATA directory after Elliott is fully
up and running and all necessary files are created. Otherwise, the file level access
rights you granted may not work properly since those files may not exist yet.

4. Login as a non-Administrator and test the following functions:

a. Spool a report to disk

b. View and Print spooled reports

c. Delete a spooled report

d. Edit Company File or perform Module level setup.
e. Print a Laser Form.

Special Consideration for Credit Card Processing
If you are processing credit cards or need a directory under the Elliott directory to store
temporary files, be sure that you allow the following security settings for the directory:
* Create Files / Write Data
* Delete Subfolders and Files

Special Consideration for Sales Order Import & Export

Make sure the users who will perform Sales order Import & Export is granted with full
access right to the directory where Sales Orders Import & Export ASCII file will reside.

Conclusion

In order to take advantage of the PSQL 8.5 security improvements, the security setup of
the Elliott directory is complicated. There may be other directories and users that require
special security settings that are not covered in this document. It is suggested you talk to
your Elliott reseller and your network consultant to perform proper configuration.
Extensive testing is suggested before implementing it live.
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